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1. PURPOSE

This policy establishes how Kaikoura District Council (the Council/KDC) collects, uses, stores, and
discloses personal information obtained through Closed-Circuit Television (CCTV).

The policy aims to:

e Protect the privacy of individuals while enabling lawful and effective information use.

e Promote community safety, protect Council assets, and support enforcement.

e Ensure compliance with the Privacy Act 2020, Public Records Act 2005, and other relevant
legislation.

e Provide transparent processes for the management, access, and sharing of personal
information.

2. GUIDING PRINCIPLES

The Council is committed to ensuring that the collection, use, storage, and disclosure of
information and electronic recordings are undertaken in a lawful, transparent, and responsible
manner. All activities will comply with the Privacy Act 2020 (Part 2 — Information Privacy
Principles), and will be guided by the following principles:

1. Lawful Purpose
Personal information will be collected, used, and retained only where it is necessary for a
lawful Council activity.

2. Transparency
Individuals will be informed when, how, and why their personal information is being
collected, used, or disclosed.

3. Minimisation
Only information that is necessary for Council purposes (including the support of New
Zealand Police) will be collected, used, and retained, in accordance with Privacy Principle 9
(retention limitation).

4. Security
All information and electronic recordings will be securely stored and protected from
unauthorised access, alteration, disclosure, or loss, in line with Privacy Principle 5 (storage
and security).

5. Access and Correction
Individuals have the right to request access to their personal information, as provided under
Privacy Principle 6.

6. Use and Disclosure
Personal information will be used and disclosed only for the purpose for which it was
collected, or as otherwise permitted under Privacy Principles 10 and 11.

7. Accountability
The Council will maintain clearly defined roles and established procedures to ensure
compliance with privacy obligations and to promote responsible information management.

8. Public Trust and Privacy
The Council will manage all surveillance and information-handling practices in a manner that
respects individuals’ reasonable expectations of privacy and upholds public confidence in its
operations.

3. POLICY

Scope

a) This policy applies to:
e All personal information collected from the public by or on behalf of the Council via CCTV.
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All Council sites, such as civic centres (excluding back-office workspaces), facilities, vehicles,
and public spaces where surveillance or recording devices are installed.

All Council staff, contractors, and central government workers who handle or access this
information.

General Council Requirements

b)

c)

d)

e)

f)

CCTV may be used to:

Promote public safety and deter criminal behaviour.
Protect Council assets, property, and infrastructure.
Monitor compliance with Council bylaws.

Support emergency management functions.

Enable Police to acquire evidence of criminal behaviour.

Cameras must:

Be approved by the Chief Executive following a privacy impact assessment.

Be located only in public spaces or Council-controlled areas.

Be accompanied by clear signage identifying the presence and purpose of surveillance.

Council’s CCTV shall not be deployed in private areas within public spaces and facilities
where there is a greater than usual expectation of privacy (e.g., changing rooms, public
toilets).

Council’s CCTV shall not be directed at private property except if unavoidable when trying to
meet the purposes of the camera deployment.

Before deploying CCTV cameras, the relevant Council staff are to:

understand the nature of information that will likely be collected;

understand the problems that are to be addressed in a particular area by using CCTV;
ensure that personal information is not collected in an unlawful, unfair, or unreasonably
intrusive way;

ensure that CCTV is deployed in places where it will have a positive impact in deterring
crime or assisting in the detection and prosecution of offenders;

engage with Police to ascertain the most appropriate places to deploy CCTV if deploying
crime prevention or public safety CCTV in public places.

Footage must:
Be securely stored and overwritten after 30 days, unless required for investigation.
Be used only for lawful operational purposes.

Council CCTV systems must not capture or record audio except where explicitly approved by
the Chief Executive following a Privacy Impact Assessment.

Personal information will be securely destroyed in accordance with the Public Records Act
2005.

Footage Access and Complaints

j)

k)

The general public and media shall not have access to any recorded material unless the
recording is of themselves and their request is approved by the KDC Privacy Officer.

Personal information or footage may be disclosed only:

To authorised Council officers for legitimate operational purposes.

To the New Zealand Police or law enforcement agencies when lawfully requested.

To the individual concerned, under the Privacy Act 2020, where reasonable and lawful.

Access may be withheld if disclosure would breach another person’s privacy, prejudice an
investigation or endanger someone’s health and safety.
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o)

p)

All suspected or confirmed privacy breaches must be reported to the KDC Privacy Officer.

If a breach poses a risk of serious harm, the Office of the Privacy Commissioner and affected
individuals will be notified.

Public complaints about Council’s information or surveillance practices can be lodged via the
Council’s formal complaints process.

Where a member of the public believes a crime may have been committed which may have
been captured by CCTV, they should report that matter to the Police in the first instance.

Sharing information with New Zealand Police

a)

r)

One of the purposes of Council’s CCTV is to enable Police to acquire evidence of criminal
behaviour. Access to Council’s CCTV footage whether live or post event, shall be subject to a
Memorandum of Understanding (“MOU”) between Police and Council.

All Police access to footage must be documented, specifying the reason and lawful basis for
disclosure. The Council retains ownership of footage and may require its return or deletion
after use.

4. PROCEDURES

4.1 Installation and Signage

1.
2.
3.
4.

New camera installations require written approval by the Chief Executive or delegate.
A Privacy Impact Assessment (PIA) must be completed before installation.

Camera locations are recorded in a CCTV register.

Signage must be visible and identify Council as the operator.

4.2 Monitoring and Access

Routine live monitoring is discouraged except by Police as part of a routine monitoring or
investigations.

Only authorised personnel, New Zealand Police, or contracted security providers may access
footage.

All access must be logged and auditable.

4.3 Storage and Security

Footage and personal information are stored on secure, access-controlled systems.
Data is encrypted and backed up in accordance with Council’s information-security
standards.

Copies may not be made or distributed except as authorised by the Privacy Officer.

4.4 Retention and Disposal

Default retention: 30 days.

Longer retention requires documented justification that it is required for police
investigations.

Deletion must be verified and recorded in the system audit trail.

4.5 Access Requests

1.

Any person may request to view the recordings of themselves, but approval will be subject
to the discretion of KDC Privacy Officer as guided by the Privacy Act 2020.

Requests for personal information or footage must be made in writing to the KDC Privacy
Officer.

Requests are assessed under the Privacy Act 2020 within 20 working days.
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4. The requester must provide sufficient details (date, location, time) to locate footage.
5. A copy may be provided if it does not unreasonably disclose others’ personal information.

4.6 Privacy Breach Procedure
1. Identify and contain the breach immediately.
2. Notify the Privacy Officer and the Chief Executive within 24 hours of becoming aware of the

breach.

bw

Assess potential harm and legal notification obligations.
Report to the Privacy Commissioner if required.

5. Document the breach and implement corrective actions.

RESPONSIBILITIES

Council

Approves and oversees policy implementation.

Chief Executive

Authorises camera installations and ensures compliance.

Facilities Manager

Organises services of CCTV systems so they are acting in line with the
requirements of this policy.

Privacy Officer Manages privacy compliance, access requests, breach responses and
facilitates six-monthly audits relating to CCTV footage (breaches and
access requests).

Managers Ensure local compliance and secure information handling.

Contractors / Vendors

Must comply with this policy and privacy obligations in contracts.

All Staff Handle information responsibly and report privacy concerns or
breaches.
DEFINITIONS
Term Definition
Authorised Council employees or contractors who have been formally approved to
Personnel access or handle recorded information under this policy.
Council Kaikoura District Council
CCTV (Closed- A camera and recording system used by the Council to monitor and record

Circuit Television)

activity in public areas, Council facilities, or assets for security, safety, or
operational purposes.

Personal
Information

Any information about an identifiable individual, as defined in the Privacy Act
2020, including camera footage of an individual or audio of them speaking
(where lawfully authorised).

Privacy Impact
Assessment (PIA)

An assessment that identifies and mitigates privacy risks associated with new
or modified information-collection systems or surveillance installations.

Public Space Any area that is open and accessible to the public and where Council has
management or operational responsibility.

Footage / Video, still images, or audio captured through CCTV.

Recording

Privacy Officer The Council staff member appointed under section 201 of the Privacy Act
2020 to oversee privacy compliance, manage access requests, and respond
to breaches or complaints.

Staff Includes all paid staff working for the Kaikoura District Council and

volunteers.




Surveillance Any combination of devices and processes used by Council to collect, view,
System or record images, audio, or data for lawful operational purposes.

7. REFERENCES AND RELATED DOCUMENTS

DOCUMENT/LINK

Local Government Official Information and Meetings Act 1987

Office of the Privacy Commissioner — CCTV and Privacy Guidance (2022)

Public Records Act 2005

Privacy Act 2020

Risk Policy

Staff Code of Conduct

Wearable Video Cameras Policy

8. DEVIATION FROM POLICY

Once this policy has been implemented, any deviations from this policy can only be made with
the approval of the Executive Team. Failure to comply with the requirements of this policy may
be considered a breach of your employment agreement.
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