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1.

PURPOSE

a)

The purpose of this policy is to:

o Define the guiding principles that support the development of an effective and
sustainable risk management system and culture within the Kaikoura District Council
(KDC/we).

e Qutline the actions staff are expected to take to manage risk in such a way that reduces
the possibility of negative events from occurring without preventing KDC from pursuing
beneficial opportunities.

e Define the reporting and monitoring requirements that enhance the identification of risk
and treatment plans in place across the organisation.

GUIDING PRINCIPLES

a)

g)

In this policy, risk is defined as the effect of uncertainty on objectives; it relates to any
uncertain event or condition that, if it occurs, will have a negative effect on organisational
objectives.

It is not our policy to attempt to eradicate all risk as risk comes with the possibility of both
negative and positive outcomes, and in some instances the positive outcomes outweigh the
negative. Instead, this policy is guided by the principle of defining our risk appetite and
treating the risk accordingly, but not in a way whereby the controls extinguish innovation.
Council has a conservative risk approach for health, safety and wellbeing, but generally to
achieve good outcomes has a measured appetite. Council will avoid operating with an open
risk appetite and may only take a justified risk when there are significant benefits. Council
does not operate with an averse risk appetite, because of the constraints that would then
be applied to achieve the outcome required, but must ensure any risk related action is in
line with legislation (Local Government Act 2002). (See ‘attachment 3’ for definitions of the
different appetite levels.)

We aim to address uncertainty by using the best available information in a systematic,
structured and timely manner. In doing so, we aim to reduce physical, psychological,
financial, legal, and reputation harm, and improve our organisational performance.

Risk management is an integral part of all organisational processes and is part of the
responsibilities of management at all levels.

We seek to have a staff culture that is aware of and responsive to risk: both those on the
risk register, and emergent risks.

Our approach to risk is driven by the principle of continuous improvement and response to
change.

POLICY

a)

In operating in line with the guiding principles of this policy, KDC must:

e determine with the best information available the risk the organisation faces across
all categories of its business, including people and capability, finance, infrastructure
and service delivery, governance and relationships, and regulatory and legal. If a risk
effects more than one category of business, it will be placed in the category it
impacts the greatest.

e have arisk register containing each risk within the various categories of business,
and a summary of each risk. Each risk will be placed within one of the five
consequence categories: low, minor, moderate, major and catastrophic (see
attachment 1). The consequence rating of a risk will be informed by subject matter
experts of that type of risk.



e determine the likelihood of the risks occurring and the consequences of their
occurrence to then place each risk in one of the five risk levels: low, medium,
significant, high and extreme (see attachment 2).

e report all risks deemed extreme and high to the Council Finance, Audit and Risk
Committee (FARC) or its replacement, as part of its quarterly reporting process. The
report will contain a summary of each risk.

e implement a treatment plan when a risk is identified that entails one of the
following options:

1. Retain the risk: an informed decision is made to retain or accept the risk without
any additional controls based on the determination that existing controls are
sufficient to mitigate the risk.

2. Additional controls: controls to be implemented to reduce the inherent risk
level. Typically, these will be used to reduce the likelihood of the risk occurring.

3. Avoid the risk: actions are taken to avoid the risk by deciding not to start or
continue with the activity or to remove the risk source. If the risk can be
avoided, then it may be retired from the KDC Risk Register.

4. Transfer the risk: actions are taken to transfer the risk (e.g. through contracts,
buying insurance) or to pass responsibility for treatment to another agency. If
the accountability for the risk can be demonstrated as being wholly transferred,
with no ongoing KDC responsibility, then the risk can be retired from the KDC
Risk Register.

A single risk owner must be assigned to each risk on the risk register. The risk owner will
have the appropriate level of delegated power that allows them to effectively manage both
the risk and the required treatment plan resourcing. The risk owner is accountable for the
overall management of the risk, including the analysis, evaluation, treatment and
monitoring.

For strategic risks the risk owner will be the Chief Executive Officer, or a General/Senior
Manager the risk is delegated to.

The risk register should be presented to the leadership team on an ad hoc basis but at least
annually.

All staff must be aware of the KDC risk management framework, including the risks we face
as an organisation. To facilitate this, the register must be accessible to all staff and contain
all relevant information about the identification, analysis, evaluation and treatment of each
risk as well as the assigned responsibilities and accountabilities.

When risks are identified, staff should consider the opportunities for improvements in
efficiency and service delivery when determining how KDC responds to the risk. In
responding to a risk, we will endeavour not just to seek to reduce the negative but also look
for opportunities to increase positive outcomes.

RESPONSIBILITIES

a)

b)

c)

d)

Council has ultimate responsibility for this policy. While this authority is currently delegated
to the Finance, Audit and Risk Committee (FARC), elected members have a responsibility to
monitor the policy, including gaining assurance that it is appropriate and being followed.
FARC is responsible for determining whether KDC has a current and comprehensive risk
management framework in place with associated treatments for the management of risk,
and processes for identifying risks.
The General/Senior Manager Corporate Services is responsible for presenting the risk report
to FARC.
The KDC Chief Executive Officer is ultimately responsible for KDC keeping an up-to-date risk
register, which includes the risks and the treatments that are being applied.
The KDC Chief Executive Officer or delegate will facilitate periodic deep dives into strategic
risks to obtain a better understanding of such risks, including optimal treatment plans.
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f)  All managers are responsible for leading and promoting a risk management culture within

their areas.

g) All managers are to monitor operational risks within their area of business and feed their
insights and other information into the risk register.

h) All staff have the responsibility to raise risks once identified to their management, to the
level required to place the risk on the risk register. However, there are times when staff will
need to address risk as it emerges, and staff should be prepared to do so.

DEFINITIONS

Term Definition

Consequence The measure of the expected impact of the risk event expressed in terms of
the severity of impact which can range from low to catastrophic.

Control Refers to the specific actions or measures taken to address the identified risk.

Council Kaikoura District Council’s Elected Members.

Inherent risk

The amount of risk that exists based on the level of controls at the time of
the initial evaluation.

Kaikoura District
Council (KDC)

The organisation, including all staff who are paid to work (including
contractors) or who volunteer for the organisation.

Likelihood

The measure of the expected frequency or probability of the risk event
occurring.

Operational risks

Risks that are associated with the internal functions or the organisation and
which are primarily owned by a single directorate. Operational risks are
connected with the internal resources, systems, processes and employees of
KDC (including external contractors).

Residual risk

The estimated level of risk that will exist after the recommended treatment
plans are implemented.

Risk

The effect of uncertainty on objectives. Risk relates to any uncertain event or
condition that, if it occurs, will have a negative effect on organisation
objectives. Risks can occur from various sources (such as financial,
environmental etc.) and be relevant at either strategic, operational and
project levels for KDC.

Risk appetite

The amount of risk that KDC is willing to accept to meet its strategic
objectives.

Risk categories

These are areas in which a risk has consequence or impact to the
organisation.

Risk level

The risk level is a measure of the magnitude of risk based on a Risk Matrix
that has been adopted by KDC. Defined by likelihood vs consequence. The
risk levels are insignificant, low, moderate, high, and very high.

Risk management

The culture, processes, coordinated activities and structures that are directed

framework towards managing adverse effects. The risk management process involves
communicating, consulting, establishing scope, context and criteria,
identifying, analysing and evaluating, treating, monitoring and reviewing
risks.

Risk owner The person with the accountability and authority to manage both the risk

assessment and treatment plan implementation.

Risk register

A document containing a record of identified risks, including risk number, risk
type, risk statement, risk consequence category, risk score and proposed
responses by an assigned risk owner.

Staff

Paid staff (including contractors) and volunteers.

Strategic risks

Risks that have the potential to affect the strategic direction of the

5




organisation or impact upon the Council achieving its core business
objectives and or levels of service.

Treatment owner

The person or persons assigned responsibility for managing a risk treatment
plan.

Treatment plan

An action plan that focuses on the improvement of processes, policies,
practices, training, management controls or physical controls to mitigate or
eliminate the negative impact of a potential risk event.

6. REFERENCES AND RELATED DOCUMENTS

DOCUMENT/LINK

Kaikoura District Council’s approach to risk management is based on the International Standard
AS/NZS 1SO 31000:2009

7. DEVIATION FROM POLICY

Once this policy has been implemented, any deviations from this policy can only be made with
the approval of the Executive Team. Failure to comply with the requirements of this policy may
be considered a breach of your employment agreement.

Attachments

Attachment 1: Consequence Table
Attachment 2: Risk Levels
Attachment 3: Risk Appetite




Attachment 1: Consequence Table

community
comments —e.g.
on local Facebook

page

than 2 months) local
negative community
comments

local/regional
media coverage

local/regional media
coverage and/or
Negative national
media coverage

Category Low: Minor: Moderate: Major: Catastrophic:
1 2 3 4 5
People and Health, Safety | Temporary gaps Reprioritisation External resources | Poor culture Significant
Capability and Wellbeing Required required resignations
Nears misses Multiple lost time
Minor injury (onsite | Lost time injury injuries Serious harm or
first aid) death
Reputational | Governance Local negative On going (greater Negative On going negative Sustained negative

national media
coverage

Financial Losses & debt | Loss < 0.5% ($54k) | Loss < 1% ($108k) Loss < 5% ($540k) | Debt headroom is Borrowing capacity
consumed is exceeded
($15 million)
Infrastructure | Critical Planned temporary | Unplanned Negative impact Significant Network failure
& service shutdown temporary on KPI's disruption > 1 day
delivery shutdown (e.g. BWN,
(no impact on KPI’s) road close > 1wk)
Non-critical Loss of service Loss of service Loss of service Long-term loss of Permanent loss of
<1 week 1 week to 3-12 months service or asset multiple services or
3 months > 1 year assets
Governance | Govt, Isolated Ongoing Fractured Loss of community Commissioner
& community, disagreements disagreements relationships trust intervention
relationships | and elected
members Lack of Isolated Code of Ongoing Code of Crown intervention
engagement Conduct issue Conduct issues




Attachment 1: Consequence Table

Regulatory &
Legal

Legal
challenges &
legislative
compliance

Complaints

Disputes Tribunal
issues

RMA or
Environment Court
challenge

Ombudsman
complaint

Minor court
enforcement

Prosecution or
legal decision
challenge

Unfavourable OAG
inquiry

Ongoing adverse
Audit opinions

High Court
overturns Council
decision

Significant
compliance findings

Adverse opinion
under S46 of the
Local Govt Act

Fining of Officers




Attachment 2: Risk Levels

Extreme
High Senior management attention to manage risk

Significant Management responsibility must be specific and risk controls reviewed

Medium

Low Examine where un- needed action can be reduced

1 2 3 4 5
Low Minor Moderate Major Catastrophic

1 Rare 1 2 4 5
2 Unlikely 2 8 10
3 Possible 9 12 15
4 Likely 8 12
5  Almost certain 10 15

Low Significant High
Less than 3 Less than 9 Less than
20

Likelihood Definition
Rare May only occur in exceptional circumstances
Unlikely Could occur occasionally
Possible Might occur from time to time
Likely Will probably occur often
Almost certain Is expected to occur in almost all circumstances




Attachment 3: Risk Appetite

S Levels of appetite statements

opportunities

accepting possibility of
failure

Rating Philosophy Tolerance for Choice Trade off
uncertainty
Overall approach | Willingness to accept | Willingness to select an | Willingness to trade off
uncertainty outcomes | option thot puts the aguainst achievement of
or variation objectives at risk ather objectives
5 |Open risk Will take justified | Fully anticipated Will choose option(s] | Willing
appetite risks to harness with highest return;

appetite

a core objective

lowest risk option

4 |Justified risk | Will take strongly | Expected Will choose to put at | Willing under right
appetite justified risks risk, but will manage conditions
impact
3 |Measured | Preference for Limited Will accept if limited Prefer to avoid
risk appetite | delivery expected and heavily
outcome outweighed by benefits
7 |Conservative | Extremely Low Will accept only if With extreme
risk appetite | conservative essential, and limited | reluctance
possibility/extent
failure
1 |Awverserisk | Avoidance of risk is | Extremely low Will always select the | Never
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