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1. SUMMARY  
A Cyber Risk insurance review at the Hurunui District Council in 2021 revealed that Council needed to 
enhance its cybersecurity measures. This report outlines the current actions, future plans, and known 
Cyber Security challenges facing Council and its shared services. The Hurunui Council IT services span 
across three business units: Kaikōura District Council, Hanmer Springs Pools and Spa, and the Hurunui 
District Council. These are referred to in this report as business units or shared services.  
 
Attachments: - (the attachments have been redacted from this report (Sections 7(2)(c) and 7(2)(i) of 
LGOIMA applies). 
1 – Security improvement program from Spotica. 
2 – Technical data by heading. 
 
2. RECOMMENDATION 
It is recommended that the Council receive this report for information with respect to the Kaikōura 
District Council. 
 
3. BACKGROUND 
3.1 Insurance Review  
At the request of the Council, the Chief Financial Officer for Hurunui District Council and Manager 
Information Services met with an insurance company to review the requirements and costs of Cyber 
Security Insurance for the Hurunui District Council. The discussion highlighted the need to align with 
international cybersecurity standards, as purchasing a policy has become more complex due to 
increasing attacks and risks. 
 
The insurance company advised the Council to use internationally recognized standards to establish 
an information security management system. 
 
The Council partnered with a managed service provider to implement a Digital Information Security  
Management System (ISMS) based on these standards.   
 
3.2 Zero Trust Framework 
The Council adopted the Zero Trust framework, which operates on a “Never Trust, Always Verify” 
method for all devices, infrastructure, applications, and users. This approach ensures that every access 
request is thoroughly verified, enhancing overall security. 
 
As Zero Trust is enabled, a significant change in councils core security applications and hardware 
infrastructure was needed.  This led to key decisions around where the spend was best focused and 
seeing council drop its current email security Mimecast in favour of going to the Microsoft E5 stack 
which brought an entire platform of security technologies. 
 
3.3 Identity and Device Management 
The Council is implementing Multifactor Authentication and Single Sign-On for all applications. This 
ensures that only authorized users can access the systems, significantly strengthening security. 
Additionally, the Council is adopting devices that support access without requiring passwords, further 
enhancing security. 
 



 
 
3.4 Shared Cloud Environment 
The Council uses a shared cloud environment for its security products, which helps in monitoring, 
reporting, and alerting on issues or attacks. This approach also allows for the creation of individual 
user security scores, identifying both at-risk and risky users.  
Backup and Recovery 
 
The Council has reviewed its backup and recovery processes to ensure quick recovery from any failures 
or attacks. This includes implementing a solution that significantly reduces recovery times and data 
loss. 
 
3.5 Network and Perimeter Protection 
The Council has upgraded its network and perimeter protection to the latest standards, ensuring 
robust defence against external threats. This includes replacing outdated infrastructure and 
implementing advanced monitoring and reporting tools. 
 
3.6 Security Operations Centre (SOC) 
The Council is setting up a Security Operations Centre (SOC) to coordinate monitoring, detection, 
investigation, and response to security threats. This includes implementing solutions that automate 
responses to cyberattacks, enhancing the Council’s ability to prevent and respond to threats.   
 
3.7 Incident Response Plan 
A shared service Cyber Security Governance Team is being planned, comprising team members from 
each of the three business units. This team will be responsible for developing and implementing 
policies, procedures, and standards to manage cybersecurity risks and compliance across the three 
business units. 
 
3.8 AI and Emerging Technologies 
AI is rapidly introducing new technologies with both opportunities and risks. The Council is already 
experiencing new attack vectors and is preparing to address these challenges through its Cyber 
Security Governance Team. 
 
3.9 Next Steps 
 

2025 Start SOAR implementation To move from SIEM 
2025 Implementation of further 365 

security tools 
Internal network infrastructure 

2025 WAN upgrade Creation of the Cyber Security 
Governance Team 

2025 Tested incident response plan  
 

 
4. FINANCIAL IMPLICATIONS AND RISKS 
Financial requirements already approved in Long Term Plan. 
 
5. RELEVANT LEGISLATION 
5.1 Policy 
This matter is not a matter of significance in terms of the Council’s Significance and Engagement Policy. 

 
5.2 Legislation (Act and Section) 
ISO/IEC 27000 — Information security management systems. 
Council are ensuring adherence to internationally recognised information security management 
systems. 



 
 
Long Term Plan 
Funding is already secured within the current Long-Term Plan. 
 
Privacy Act 
This focuses on keeping private information protected. 
 
Shared Service with Hurunui 
Services delivered to Kaikoura District Council are delivered in line with contractual requirements. 
 
Microsoft Enterprise Subscription 6 Enrolment 61082266 
Security products used are covered under this licensing agreement. 
 
6. COMMUNITY OUTCOMES SUPPORTED 
 

 

Community 
We communicate, engage and 
inform our community 
  

Environment 
We value and protect our 
environment 
 

 

Development 
We promote and support the 
development of our economy 
  

Future 
We work with our community and 
our partners to create a better 
place for future generations 
 

 

Services 
Our services and infrastructure 
are cost effective, efficient and fit-
for-purpose 
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